Personal Data Protection

SAFEBOXES s.r.o., with its registered office at Na hutích 661/9, Bubeneč, 160 00 Prague 6, ID No.: 08910502 (hereinafter the “Controller”), the operator of www.safeboxes.cz, declares that all the personal data (hereinafter also “data”) is considered strictly confidential and is processed and stored in compliance with applicable regulations on personal data protection. More detailed information, including contact details, can be found in these conditions.


I. Introductory provisions

1. The data controller pursuant to Article 4(7) of Regulation (EU) 2016/679 of the European Parliament and of the Council on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (hereinafter “GDPR”) is SAFEBOXES s.r.o., with its registered office at Na hutích 661/9, Bubeneč, 160 00 Prague 6, ID No.: 08910502 (hereinafter the “Controller”).

2. The Controller’s contact details are as follows:

· Address: Londýnské náměstí 881/6, 639 00 Brno
· E-mail: info@safeboxes.cz
· Phone: +420 515 556 660

3. Personal data means any information relating to an identified or identifiable natural person; an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

4. The Controller has appointed a data protection officer (hereinafter the “DPO”). The DPO can be contacted in all matters concerning personal data protection by e-mail at tribula@safeboxes.cz or by post at Na hutích 661/9, Bubeneč, 160 00 Prague 6.

II. Categories of personal data processed

1. The Controller processes personal data provided by you or personal data that the Controller obtained within the performance of the rental agreement:

· Identification data – name and surname, or ID No. and VAT No., if relevant;
· Contact details – e-mail address, postal address, billing address, phone number, bank details;
· Demographic data – country, personal identity number, data on the validity and issuance of the ID;
· Data generated under the agreement – purchased products and services, customer segment;
· Login details – login name and password, where the Controller does not have access to your real password;
· Communication data;
· Camera recordings from the Controller’s premises;
· Records of behaviour on the Controller’s website and data provided by the browser.
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III. Legal basis and purpose of personal data processing

1. The legal basis for the processing of personal data is:

· Performance of a contract between you and the Controller pursuant to Article 6(1)(b) of the GDPR;
· Compliance with a legal obligation of the Controller pursuant to Article 6(1)(c) of the GDPR;
· Legitimate interest pursued by the Controller in the provision of direct marketing (especially for sending commercial communications), protection of property and legal claims pursuant to Article 6(1)(f) of the GDPR;
· Your consent to the processing for the purpose of providing direct marketing (especially for sending commercial communications) pursuant to Article 6(1)(a) of the GDPR in conjunction with Section 7(2) of Act No. 480/2004 Sb., on certain information society services, if no goods or services have been ordered.

2. The purpose of the processing of personal data is:

· Performance of the safe deposit box rental agreement;
· User account management;
· Intermediation of offered insurance;
· Arranging the sale of investment products;
· Communication with the Controller;
· Sending commercial communications;
· Camera recordings;
· Customising website content;
· Protection, security and dispute resolution.

3. There is no automated decision-making by the Controller pursuant to Article 22 of the GDPR.

IV. Data retention period

1. The Controller retains personal data:

· For the duration of the contractual relationship;
· For as long as it is necessary to exercise the rights and obligations arising from the contractual relationship between you and the Controller and assert claims under these contractual relationships (for 15 years from the termination of the contractual relationship);
· Until the consent to the processing of personal data for marketing purposes is withdrawn, but no longer than four years, if the personal data is processed on the basis of the consent.

2. The Controller deletes the personal data upon the expiry of the retention period.

V. Categories of personal data recipients

1. The Controller is entitled to transfer personal data to the following entities:

· Payment service providers and insurance companies;
· Partners providing marketing services;
· Suppliers of technology and cloud solutions;
· Providers of tools to communicate with you;
· Legal and financial representatives, public authorities.

2. The Controller involves only those processors in the processing who guarantee appropriate safeguards, adequate protection of personal data and comply with all applicable legal regulations in the processing.

3. If third parties use your personal data within their legitimate interests, the Controller is not liable for such processing.

4. The Controller does not intend to transfer personal data to a third country (a non-EU country) or an international organisation.


VI. Your rights

1. Under the conditions laid down in the GDPR, you have:

· The right of access to your personal data pursuant to Article 15 of the GDPR;
· The right to rectification of personal data pursuant to Article 16 of the GDPR, or the right to restriction of processing pursuant to Article 18 of the GDPR;
· The right to erasure of personal data pursuant to Article 17 of the GDPR;
· The right to object to the processing pursuant to Article 21 of the GDPR;
· The right to data portability pursuant to Article 20 of the GDPR;
· The right to withdraw your consent to the processing in writing or electronically using the Controller’s address or e-mail specified in Article I of these conditions.

2. You also have the right to lodge a complaint with the Office for Personal Data Protection, with its registered office at Pplk. Sochora 27, 170 00 Prague 7, if you believe that your right to the protection of personal data has been violated.

3. In order to exercise your rights, you can contact the DPO at any time using the contact details provided in Article I.

VII. Conditions for personal data security

1. The Controller represents that it handles personal data responsibly and in accordance with applicable legal regulations.
2. The Controller has taken all appropriate technical and organisational measures to secure personal data.
3. The Controller represents that only persons authorised by the Controller have access to personal data.


VIII. Final provisions

1. By submitting the online order form, you confirm that you have acquainted yourself with the conditions of personal data protection and accept them in full.
2. You agree to these conditions by checking the consent box in the online order form. By checking the consent box, you confirm that you have acquainted yourself with the conditions of personal data protection and accept them in full.
3. The Controller is entitled to amend these conditions. The Controller will publish the new version of the conditions of personal data protection on its website.

These conditions become effective on 1 April 2021.
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